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> QUESTION POSED ON: 11 January 2007
What threats are posed by the popularity of social networking siteslike
MySpace and YouTube?

> The most prominent threats fall into two categottieshnical and social. From a
technical perspective, these social networking sitesrareality, Web sites that
allow hundreds of thousands of people to post conterinemprofiles, videos,
and/or commentary. With all of that information comingmalicious users are
constantly trying to post malware, specifically bromwseploits, to these sites.
Attackers hope that if they are able to successfully mntent containing a
browser exploit, they can then take control of brenssy convincing other users
to view their content.

Beyond browser exploits, an attacker can post a smnipt social networking site
that will run inside the browsers of those who viewdbatent. This variation of a
cross-site scriptingttack is what the so-called Samy worm did in MySpace
October 2005. The author of this worm updated his profile wétrigt. Whenever
any other user read his profile, this script would run ih tisar's browser, adding
the Samy author as a friend in MySpace. The scripidviien add a copy of itself
to this user's profile. When other users read any of tlg-@efected profiles, they
too would be added as a friend to the Samy author and hawprtifde updated.
Within an hour, the Samy author had hundreds of thousdridsras in

MySpace.

Because of this major risk, most social networkingsssgrefully filter out scripts
and browser exploits posted within user content. Tiitgrs are not perfect
though, and sometimes a unique encoding scheme or olsscipténg trick makes
it through, resulting in an attack like the Samy worimerefore, you should defel
yourself by running an up-tdate browser and an antivirus/antispyware suite.
if you are particularly paranoid, you may want to disalsiepts in your browser
when accessing social networking sites. You could conadiging social
networking sites to a different security zone in yorawser, like Restricted Sites,
where you could then disallow browser scripdsre information

:» Learn what new tactics can preveniss-site scripting
» Find out how hackers can spreadnerability exploitshrough MySpace.




